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 Side channel attack is the most efficient attack against original McEliece cryptosystem, 
especially ball
hasan ability to break original McEliece cryptosystem with parameter [1024,524,1
1400 days with personal computers.While with 200 clusters CPU breaking could be done 
in 7 days. While ball
algorithm.This paper 
using a new 
opportunity to choose errors less than identified errors in public key 
the receiver;
McEliece cryptosystem to (0.02) and increases exponent time of ball
this paper alsothe leakage of proposed implementation has beenmeasured using a 
measurement type for possible leakage in Patterson’s decoding algorithm suggested by 
previous work, and
to previous implementation.

Key Words: 
McEliece Cryptosystem        
Side Channel Attack 
 

 

Introduction 
     McEliece cryptosystem harness coding theory in order to make the ciphered message unbreakable. It is 
based on hardness of finding nearest codeword for a linear binary code, which is considering a NP
problem (Non-deterministic Polynomial
irreducible Goppa code, which is suggested by McEliece
suffering from large size of public key matrix, many variants of McEliece cryptosystem has been proposed 
[2-4], which makes the size of public key matrix smaller than its original form. Unfortunately, most of 
proposed cryptosystems have been broken 
     The best efficient attack against McEliece cryptosystem i
eavesdropper attempt to gain information from the physical implementation (Encryption device) of a 
cryptosystem in order to cryptanalysis the message (i.e. side channel attacks try to recover the plain text 
directly from the cipher text without knowing the private keys). Varied types of side channel attacks have 
been proposed, the strength one among the variants, is that attacks which attempt to find minimum
weight codewords [7-10]. Bernstein et al.
ciphered message using 2.4 GHz Core 2 Quad CPU can be breakable in 1400 days, while with a cluster of 
200 CPU’s can be breakable in 7 days. While Ball
Bernstein et al. Stern attack to break ciphered message.Due to above result, Original McEliece Cryptosystem 
is considered an insecure cryptosystem. 
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Abstract 
Side channel attack is the most efficient attack against original McEliece cryptosystem, 
especially ball-collision and Bernstein et al.Stern attacks. The modified Stern attack 
hasan ability to break original McEliece cryptosystem with parameter [1024,524,1
1400 days with personal computers.While with 200 clusters CPU breaking could be done 
in 7 days. While ball-collision attacks have smallerexponent time than Stern 
algorithm.This paper will present a modified version of Patterson decoding algorithm 

new evaluation for finding error locations.This approach gave 
opportunity to choose errors less than identified errors in public key 

receiver;therefore, it reduces the probability of modified Stern attack against 
McEliece cryptosystem to (0.02) and increases exponent time of ball
this paper alsothe leakage of proposed implementation has beenmeasured using a 
measurement type for possible leakage in Patterson’s decoding algorithm suggested by 

work, and we concluded that the designed system have fewer leakage compared 
to previous implementation. The workhas done using Visual Studio C#.

cryptosystem harness coding theory in order to make the ciphered message unbreakable. It is 
based on hardness of finding nearest codeword for a linear binary code, which is considering a NP

deterministic Polynomial-time hard). The original McEliece cryptosystem used binary 
irreducible Goppa code, which is suggested by McEliece [1] with parameters [1024, 524, 101]. Due to its 
suffering from large size of public key matrix, many variants of McEliece cryptosystem has been proposed 

ich makes the size of public key matrix smaller than its original form. Unfortunately, most of 
proposed cryptosystems have been broken [5, 6],whereas the original form is unbreakable until now.

The best efficient attack against McEliece cryptosystem is side channel attacks (Decoding attacks). An 
eavesdropper attempt to gain information from the physical implementation (Encryption device) of a 
cryptosystem in order to cryptanalysis the message (i.e. side channel attacks try to recover the plain text 

ectly from the cipher text without knowing the private keys). Varied types of side channel attacks have 
been proposed, the strength one among the variants, is that attacks which attempt to find minimum

. Bernstein et al. [7] modified Stern algorithm [10], and they showed that the 
ciphered message using 2.4 GHz Core 2 Quad CPU can be breakable in 1400 days, while with a cluster of 
200 CPU’s can be breakable in 7 days. While Ball-collision attack [8] produce smaller exponent ti
Bernstein et al. Stern attack to break ciphered message.Due to above result, Original McEliece Cryptosystem 
is considered an insecure cryptosystem.  
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     This paper provides a new evaluation for finding error locations in Patterson decoding algorithm to 
make anopportunity for sender to choose errors less than identified errors in public key without notifying the 
receiver. This process reduces the probability of modified Stern attack against McEliece cryptosystem to 
(0.02) and increase exponent time of ball-collision attack. Also this paper measuresthe leakage of proposed 
implementation using a measurement type for possible leakage in Patterson’s decoding algorithm suggested 
by pervious work [11], and found that the designed system have fewer leakage compared with previous 
implementations. The implementation has graphical user interface (GUI) using Visual Studio C#. 

Coding Theory 
Communications over insecure channel (Noisy Channel) may cause errors in the message (as 

shown in Figure (1)). In insecure channel, errors occurred due to different factors, one of the 
major factors is natural factors like (lighting, thunder, etc.). Another factor, when eavesdropper 
attempts to make errors in the message in order to make the message unreadable. Even electrical 
impulses and neighboring channels may cause errors in the message [12]. 

 
Figure (1): Communication over Noisy Channel. 

     Error correcting codes harnesses the coding theory in order to detect and fix the errors. The 
main drawback of error correcting codes is adding redundant bits, which makes the message size 
larger than it is original size. The reason behind adding redundant bits to the message is to help 
the error correcting code to detect the errors and then fix it [12]. 
     In general, there are two main types of coding:Source Coding (data compression) and Channel 
Coding (error correcting). In source coding, message compressed to avoid any effects, while it is 
transmitted over noisy channel. Whereas in channel coding, the sender attempts to add redundant 
bits in order to detect and correct errors whenever occurredat the receiver. 
     One of the major types of forward error correcting codes is linear block codes. It divides the 
message into independent blocks, i.e. no need for memory. Linear block codes can be classified 
into hamming codes and polynomial codes. Constructing code words from all polynomials that 
can be divisible on irreducible generator polynomial are known as polynomial codes [13] . 
 

Irreducible Binary Goppa Code 
The Binary Goppa code is denoted by Γ(g(z); L), where g(z) is a Goppa generator polynomial 

of degree t over the extension field GF(2m) and L is the range of code such that L⊆GF(2m) [14]. ���� =  ∑ �	�	
	��     (1) 
and 
 = �∀�	 ∈ ���2��\���	� = 0�  (2) 

A. Parameters of Goppa Code 
Let n=2m be the length of codeword c, which is constricted by range L, k is a dimension 

bounded by k ≥n-mt, and minimum distance d ≥2t+1. Then [n, k, d] denotes to the parameters 
Goppa code Γ(g(z); L) [1].Obviously, according to (1) and (2) in irreducible Goppa code, none of α’s yields the condition ���	� = 0,  i.e. L=GF{2m}.  

B. Parity Check Matrix of the Binary Goppa Code 
Parity check matrix H is the most important matrix in decoding the message, itis important for 

detecting and correcting errors. To determine the matrix H: 
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��	 =  ∑ ∑ �
�������	
�� �����ℎ	
���������"#∈$   where 1 ≤ d ≤ t(3) 
If c is a code word, then the parity check matrix H should yield cHT=0. 

C. Generator Matrix of the Binary Goppa Code 
The generator matrix G of the binary Goppa code used to encode and decode message.It is 

derived from the parity check matrix H, the row space of G is the vectors of null space of H 
modulo 2 such that:                          ��- = 0                     (4) 

D. Encoding Message in Binary Goppa Code 
 In encoding process, the message is partitioned into blocks of k bits and then multiplying each 
block by the generator matrix G [24], i.e.: �.�, ./, … , .��. � = �2�, 2/, … , 23� (5) 
E. Error Correcting of Irreducible Binary Goppa Code 
To detect and fix errors in irreducible Goppa code, the steps in Figure (2) should be followed. 

 
Figure (2): Algorithm of Finding and Correcting Errors in Irreducible Goppa Code. 

F. Extension Euclidian Algorithm Stop Condition 
The dynamic errors (dynamic errors means that the sender have the opportunities to choose number of 

errors less than the published one), changing the condition of extended Euclidean algorithm to obtain the 
sigma polynomial (Error calculator) as follows: 

Let u, v, and rem are polynomials in the form of array, thoseare calculated in extended Euclidean 
algorithm for step4 (as shown in Figure (2)) and k is the algorithmiteration. Then, the stop condition should 
be in the form: 

Degree(rem[k]) < Degree(g(z))/2 and Degree(rem[k-1]) ≥ Degree(g(z))/2 
After that, α (error locator) and β, should be calculated as follows: 

4 � = 56.789:;<= = >78 + 19@A8 = 0                                                                            � = 56.789:;<= = >78 + 19@A<6�566�56.78 − 19� − <6�566�56.789� ≠ 1     � = 56.78 − 19:;<= = >789 @A6DE6Fℎ656                                                                G(6) 

 

G. Decoding a Message in Binary Goppa Code 
When the errors are fixed, the received message can be decoded [14], using equation (5), which 

can be written as matrix representation: 

�- . H.�⋮.�J =  H2�⋮23J                       (7) 

Gauss elimination method is applied in order to remove generator matrix G: 

H�-K2�⋮23J ∼ ⋯ ∼ NOP KQR⋮QPG
S T (8) 

Where Ik is the identity matrix with size k × k and P is a matrix with size (n-k) × (k+1). 
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Original McEliece Cryptosystem 
A. Key Generation of McEliece Cryptosystem 

Public key cryptosystem based on two types of keys (public and private), which are linked 
together mathematically. A public key is published and used to cipher a message, while a private 
key must keep it secret and use it to decipher the message. To prepare keys depending on Goppa 
code, the following steps as shown in Figure (3)should be followed [15]: 

 

 

 

 

 

 

 

 

 

Figure (3): General Block Diagram for Key Generation Process 

B. Encryption Process in McEliece Cryptosystem 

To encrypt any message, the block diagram asshown in Figure (4)) should be followed [15]: 
 
 

 

 

 

 

 

 

 
 

Figure (4): General Block Diagram for Encryption Process 

C. Decryption Process in McEliece Cryptosystem 

To recover plain message from cipher message c, the following steps should be followed (as 
shown in Figure (5) [15]: 
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Figure (5): General Block Diagram for Decryption Process 

Increasing attacktime against (Bernstein- Stern) and Ball-Collision Attacks 
     Side channel attack is the most effective attack against McEliece cryptosystem. Different variants of side 
channel were introduced. The best efficient type was improved by Bernstein et al. [7] for Stern attack [10](as 
shown in Figure (6)). They modified Stern attack in order to decrease the time attack against McEliece 
Cryptosystem. The results show that the original McEliece cryptosystem with parameters [1024, 524,101] 
can be breakable in 1400 days for 2.4 GHz Core 2 Quad CPU. While for a cluster of 200 CPU’s needs 7 days 
to break it with required parameters. Ball-collision attacks [8] (as shown in Figure (7)) show better time 
attack against McEliece cryptosystem. The procedures of two previous algorithms are based on several 
parameters,the most efficient parameter is the number of errors (w=t) should be occurred in one block 
message, which is a public key cryptosystem.  
     The designed system gives the sender opportunities to choose number of errors between 1 to published 
number of errors (t) without notifying the receiver (i.e. the receiver has ability to fix errors between 1 to t). 
This opportunity is satisfied, whenever conditions in section III-F are used. Therefore, the designed system 
increases the time computation of attack against proposed implementation. For example, let the original 
McEliece cryptosystem be with parameters [1024, 254, 101] where t=50 have been chosen, then, an attacker 
has probability of (0.02) for choosing correct number of errors, or try 50 attempts in order to find the correct 
errors (i.e. 50 × 1400 = up to 70000 days) for 2.4 GHz Core 2 Quad CPU. While for a cluster of 200 CPU’s 
needs (50 × 7 = up to 350) days. 

Decryption Process 

Inverse of Permutation 
(P-1) 

Ciphered Block Message Inverse of Secret Matrix   
(S-1) 

Plain Message 

Decoding Irreducible 
Goppa Code 

Gauss Elimination 
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Figure (6): The Generalized Stern Algorithm. 

 

Figure (7): Ball- Collision Attack. 

Timing- Side Channel Attack Measurement Tool 
     Timing attack is a type of side channel attack in which the eavesdropper tries to analyze the time taken to 
implement cryptographic algorithms. The success of eavesdropper to attack on any cryptosystem needs 
knowledge of multi factors that effect on executing the algorithms [16], such as CPU, RAM, designed 
cryptosystem and the used algorithms. 

A. Collecting Data 
     Due to studying the leakage of original McEliece cryptosystem on decoding algorithm stage, information 
about time consuming and hamming weights on each steps in decoding algorithm (as shown in Figure (2)) 
has been recorded (as shown in Tables 1 and 2) by implementing 100 random messages for each of 10 
random pair keys. Also information about degree of processed polynomial has been recorded (as shown in 
table 3). 
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Table 1: Measurement of Computation Time in Respect to HW(e) 

HW(e) Syndrome T Tau EEA Sigma Correction 

1 8.2E+02 9.6E+03 1.8E+05 7.0E+04 5.6E+01 2.1E+03 

2 8.5E+02 2.6E+04 1.7E+05 7.1E+04 8.2E+01 3.8E+03 

3 8.3E+02 1.0E+05 2.0E+05 9.8E+03 1.8E+02 6.3E+03 ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ 
10 8.2E+02 1.3E+05 1.9E+05 7.4E+04 5.6E+02 4.2E+04 

 
Table 2: Measurement of HW of polynomial Processed in Respect to HW(e) 

HW(e) Syndrome T Tau alpha Sigma 

1 41 4 4 4 5 

2 41 8 8 8 9 

3 40 41 40 8 16 ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ 
10 40 40 41 24 44 

 

Table 3: Measurement of degree of polynomial Processed in Respect to HW (e) 

HW(e) Syndrome T Tau alpha Sigma 

1 9 0 0 0 1 

2 9 2 1 1 2 

3 9 9 9 1 3 ⋮ ⋮ ⋮ ⋮ ⋮ ⋮ 
10 9 9 9 5 10 

 

     The designed cryptosystem is implemented for original Goppa code Γ(L; g(z)), where m=8 and t=10 in 

order to provide notable graphs. After the recording process completed, the average values for time 
consuming, hamming weight of polynomials processed with respect to HW(e), and degree of polynomials 
processed with respect to HW(e) have been evaluated. 

B. Time Analyzing 
As shown in Figures (8 to 11), the graph for the determined tables has been drawn. Figure (8) shows that 

step 3 in Patterson’s decoding algorithm (which is determining the square root) takes more time. 

 

Figure (8):Computation Time with Respect to HW(e). 

In order to analyze which steps of decoding algorithm are based on the hamming weight of errors, the graph 
in the Figure (9) are drawn, which is the same as in Figure (8), but only with step1 and step5. 
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Figure (9): Computation Time with Respect to HW(e) forSyndrome and Sigmaonly. 

Similarly, graph for hamming weight of processed shown in Figure (10), and graph for degree of polynomial 
is shown in Figure (11). It shows the impact of HW(e) on computation time steps. 

 
Figure (10):HW of Polynomial Processed with Respect to HW(e). 

 

 
Figure (11):Polynomial degree Processed with Respect to HW(e). 

In general, it is hard to compare the proposed implementation with the other implementations due to 
mentioned factors (CPU, RAM, designed cryptosystem, etc). Then, a comparison between the implemented 
one and the suggested type by Mark Repka [11] has been done, and some points have been concluded: 
1. The HW of polynomial processed in the proposed implementation is higher than thesuggested type by 

Mark Repka (as shown in Figure (10)). 
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2. All steps have faster computation time than the implemented cryptosystem, except step4 in decoding 
algorithm (as shown in Figures (8 and 9)). 

3. The EEA algorithm designed to work with all parts of implementation (e.g. factoring the polynomial, 
Irreducibility test, determining sigma in separable and irreducible Goppa code, etc.), while other 
implementations rewrite EEA at least in two forms,which considered the reason behind the slower of 
step4 in proposed implementation. 

Conclusions 
This paper presents a modified version for Patterson decoding algorithm using a new evaluation for 

finding error locations after stop condition in Extension Euclidean algorithm.  This approach increases the 
complexity of original McEliece cryptosystem against side channel attack due to the sender has opportunity 
to choose errors less than the identified one without notifying the receiver.  
Also in this paper, the impact of Hamming weight in Patterson decoding algorithm have been studied in 
order to specify the leakage of decoding algorithm for timing-side channel attack. The following have been 
observed: 

a) The most time consuming step in the designed system of decoding algorithm is determining the 
square root of the polynomial. 

b) The results show which computation time steps of Patterson decoding algorithmare based on 
Hamming weight of error vector. 

c) The designed system has faster computation time of decoding algorithm compared to the previous 
implementation. 
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